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Overview

Every day corporations and organizations are faced with the reality of highly-sensitive intellectual property and
customer data becoming available to the public and jeopardizing the viability of the business. Government
regulations, hacker attacks and unauthorized corporate postings have made it imperative that a business be
aware of exactly what is transmitted over its corporate network to mitigate this risk. In recent years, companies
have found their confidential source code posted on the Internet, hackers have gained access to customer data,
executives have been charged with stealing confidential information, and this is just the beginning. In today's
digital economy, mitigating this kind of risk is crucial to protecting the viability of any business.
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With Vericept, you would know.
-US Secret Service & CERT Coordination Center

Insider Threat Study: Illicit Cyber Activity in the Banking and Finance Sector
August 2004

Complete Insider Risk Solution

Vericept is the only outbound content control solution that enables corporations and organizations to gain complete
360° visibility into all insider risk whether inadvertent or malicious, and to control violations before they occur. An
extensive suite of detection and analysis capabilities identifies, classifies, correlates, captures and stops information
leakage. With 360° visibility and control across the entire network, Vericept provides maximum protection against state
and federal compliance violations, customer data loss, intellectual property theft, insider hacker activity, fraudulent
employee lawsuits, inappropriate Internet usage and corporate espionage.

Vericept helps you to gain immediate visibility and control over:

= The unauthorized release of private customer information e|nsider hacker planning and activity

= The leaking of confidential documents e|nternet misuse causing legal exposure

= Unencrypted transmission of PHI or cardholder information = Damaging blogs by the trusted insider

= The posting of financial reports and source code =Resignation and intellectual property theft

Network, Desktop and Email Control

Complete security begins with a comprehensive platform. The Vericept 360° Risk Management Platform—
Vericept Content 360°, Vericept Control 360°, Vericept Discovery 360°and Vericept Desktop 360°— provides
total content control throughout the entire enterprise from the desktop to the network perimeter. By
monitoring all Internet-based traffic and stored data, Vericept identifies, captures and prevents confidential
information loss, throughout the network.




THE VERICEPT 360° RISK MANAGEMENT PLATFORM

Providing complete visibility across the enterprise, the Vericept 360° Risk Management Platform is an integrated platform
comprised of four main solutions for maximum protection over your valuable information assets:

Vericept Content 360°

Based on the patent-pending Intelligent Content Control Engine™, Vericept's Content 360° Solution analyzes all
Internet-based communication and attachments including email, the Internet, IM, P2P file sharing, chat rooms, blogs,
Web postings, FTP and Telnet for violations of a company's corporate governance, compliance and acceptable use policies.
Utilizing a suite of content detection technologies and over 70 pre-defined Risk Categories, Content 360° helps to
instantly identify, capture and control the insider threat to protect an organization from compliance, productivity,

reputation and legal risk.
powered by

Vericept Control 360° Enfrust

Combining the power of Vericept and Entrust, Control 360° provides automatic encryption, block, quarantine

or self-compliance capability for email communication and attachments violating corporate and compliance policies.
Based on the Vericept Risk Categories, custom categories or CANDL™ (Content Analysis Description Language)
categories, email policies can easily be set to control how information flows outside of the organization. Self-compliance

and user alerts can also train users on corporate policy. Email Self-Compliance™ sends the communication back and
allows the sender to decide whether or not to continue sending. User alerts inform the sender of the policy violation
and the action of encryption, block or quarantine that was taken. Vericept Control 360° encryption is powered by Entrust.

Vericept Discovery 360°

Investigate data-at-rest to discover additional violations residing in stored data on desktops, laptops and file servers. Based
on the Intelligent Content Control Engine, Discovery 360° analyzes data-at-rest utilizing the Vericept Risk Categories to
identify and capture violations of the corporate and compliance policy, and provide additional "proof-positive" evidence.

Vericept Desktop 360°

Vericept Desktop 360° controls information leakage on desktops and endpoints. Discover where confidential documents
reside on laptops, desktops and servers to determine all insider risk and infractions associated with confidential data loss,
compliance and acceptable use violations. Restrict print, save, copy, access, movement and download of sensitive data to
removable media or other drives whether connected or disconnected to the network. Send user alerts or self-compliance
messages to train on company policy and control content without impeding the flow of business. Monitor laptop inactivity
to preempt possible violations of lost or stolen data.

Vericept 360° Management Center
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360° Visibility and Control - Protection From Every Angle

To protect your organization, viewing half the risk is simply unacceptable. Vericept developed the Vericept 360° Risk
Management Platform to provide 360° visibility and control over a corporation's content for maximum protection
over valuable informational assets.

Most content monitoring solutions provide visibility into only a fraction of the risk leaving
your organization wide open for attack. With Vericept, an organization gains 360°
visibility of all insider risk to identify potential threats, investigate them before an

Intellectual

event becomes an issue and control them without impeding the flow of business. 4. Property Theft
Vericept's 360° visibility and control provides organizations and corporations a
maximum protection against compliance violations, customer data loss, e #  Customer

Violations Dala Loss

intellectual property theft, Internet abuse, insider hacker activity, sexual
harassment, racism and other forms of insider risk.

e Insider Hacker
Vericept also provides visibility into content, user, system and drive activity to fetvty
control sensitive data leakage and alert to potential security breaches
or laptop theft.

By correlating the risk in different areas, Vericept is the only solution to provide
complete visibility and control of malicious or inadvertent insider activity.

Suite of Content Detection Technologies

Content detection is the key to protecting confidential information from sensitive data leakage. Vericept provides the only
suite of content detection technologies to identify, classify, correlate, capture and stop information loss.

< Over 70 time-tested Risk Categories = Unique Content Analysis Description Language™ for
« Full and Partial File Matching data classification and modeling of abstract concepts
= Exact Content Match = Rules-based engine that enables users to combine

Vericept's 360° detection methods

Advanced 360° Content Control

In order to control content, you must first identify it. Working in combination with the content detection

technologies and Risk Categories, Vericept provides content control without impeding the flow of business.

Early identification of violations with 360" visibility Email Quarantine and Block to immediately stop
and 1insider risk correlation unauthorized transmissions

Automatic Email Encryption for compliance and Control sensitive data access, saving, printing,
confidential document protection moving and copying to prevent security breaches

Unique Email and Desktop Self-Compliance alerting
senders to policy violations and allowing them to
decide whether to continue the action

Control downloading to removable drives and media
such as 1Pods®, USB drives, CDs and DVDs

Investigation Management

The Vericept Platform goes beyond basic monitoring and control. It provides a suite of investigation management
tools to help with investigation, discovery and forensic analysis after a violation has been identified. Vericept's
suite of investigation management tools include 360° reporting, violation identification, "proof-positive" evidence
collection and case management. In addition, the Vericept 360° Management Center provides executive dashboards,
powerful event search and archiving to allow Reviewers to quickly identify risk information and empower them
with a forensic trail to take action.




360° Risk Management Platform Features Key Benefits

Monitors All TCP Traffic and Stored Data

Monitors Content, User, System and Drive Activity
Protects Content on the Network, Desktop and via Email
Stops Damaging Information Leakage

Over 70 Risk Categories Out-of-the-Box

Easy Custom Category Creation

Full and Partial File Matching

Exact Content Match

Correlation of Suspicious Activity

Advanced Search Capability

Highlighting, Risk Dashboards and Reporting
Investigation Management and Forensic Analysis Tools
Real-Time Identity Match™

Exact Replica of Original Event

Flexible Policy and Data Management

Centralized System Management

< Discover, Iockc!own and eliminate information
leakage before it occurs

= Comprehensive compliance and intellectual
property protection

= 360° visibility into all insider risk
= Control without impeding the flow of business
= Advanced blocking and quarantine

= Online and offline laptop protection
= All traffic - Network, Desktop, Email
= Inbound and outbound content

= Data-in-motion and data-at-rest

= Complete suite of investigation
management tools
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Real-Time Identity Match™

Vericept Identity Match is a powerful technology which instantly associates each Vericept Risk Event with the
originating user login names. ldentity Match captures user identity, host name, and logon time and scales with
large multi-site enterprise deployments regardless of protocol, handle, or alias used.

Experience that Counts

Vericept is the trusted solution chosen by over 80% of the current content monitoring customer base to
protect against information loss and brand damage. Vericept pioneered the content monitoring marketplace
in 1999 and continues to lead the industry with innovative solutions based on real world experience, a team
of industry experts, a world-class Professional Services Team and feedback from customers, security experts
and partners.

WHY VERICEPT?

Vericept Corporation is the leading provider of comprehensive compliance and content control solutions.
Vericept mitigates internal risk by providing enterprise-wide visibility that enables full control of the
information exchanged inside and outside an organization. Vericept's patent pending Intelligent Content
Control Engine™ dramatically reduces security risks and "insider threats" within an organization. These can
include regulation compliance violations, information leaks, inappropriate Internet activity and more. Only
Vericept offers comprehensive solutions that provide 360-degree visibility and control of inappropriate activity
across all forms of Internet traffic, such as email, chat, P2P, and FTP. Vericept's real-time content capture
enables organizations to act immediately and prevent loss of valuable information assets. Vericept's
technology protects more than 2 million users and over 700 customers worldwide everyday.

Vericept, Vericept Case Files, Intelligent Content Control Engine, Email Self-Compliance and CANDL are all trademarks and/or service marks of Vericept Corporation.
All other trademarks and/or service marks are the property of their respective owners.
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